Firewall Domains and Ports

1 This listis updated on a regular basis. If you still experience problems with the following domains, contact Professional Services.

As well, if you use custom domain handling, some of the host names listed below may vary.

If you are having problems with your firewall blocking access to the movingimage EVP, you may need to whitelist the following domains and ports:

Service

Platform

Microservice authentication

CorporateTube

Custom subdomain
Custom file storage

Custom assets storage
Webcast

Webcast main

Webcast assets

Webcast Live Streaming
Webcast Live Streaming
Webcast Live Entrypoint
Webcast Live Entrypoint

Video Conference Connector

VideoManager Pro

VMPRO video management User
Interface

Private API

Asset Upload Endpoint
Akamai-hosted assets

FTP Upload

Player

Video analytics
Video analytics
Video playout
Video Player
Hosted assets

Hosted VOD

Type

Authentication

Web application
Static files

Assets

Web application

Assets, Images, Static files
Streaming (Live, Adaptive Streaming)
Streaming (Live, Adaptive Streaming)
Stream Publish (Primary)

Stream Publish (Backup)

Web Ul

REST API
Asset Inbound
Asset Outbound

FTP

Analytics (VMPro-Statistic)
Analytics (View tracking for Akamai)
REST API

Player Ul

Asset Outbound

VOD streaming

Hosts

login.movingimage.com

* corporate.tube
static.corporate.tube

ct-assets-prod.corporate.tube

webcast.movingimage.com

mi-wbc-asset.akamaized.net
whbc-live-cdn.edge-cdn.net
livesegmented-i.akamaihd.net
streaming-prod.edge-cdn.net
wow-backup.movingimage.com
vc.movingimage.com

px01.vc.movingimage.com

vmpro.movingimage.com

api.video-cdn.net
asset-in.video-cdn.net
asset-out-cdn.video-cdn.net

ftpingest.video-cdn.net

c.video-cdn.net
ca.video-cdn.net
d.video-cdn.net
e.video-cdn.net
asset-out-cdn.video-cdn.net

http://vod.video-cdn.net

Protocol
/Port

https:443

https:443
https:443

https:443

https:443
websocket:443
https:443
https:443
https:443
rtmp:1935
rtmp:1935

sip

h323

https:443
websocket:443
https:443
https:443
https:443
ftp:21

ftps:990,989

https:443
https:443
https:443
https:443
https:443

https:443

Content
Types

text/json
html, js

video/mp4
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